Electronic Healthcare Records

Introduction

Modern clinical care requires healthcare professionals to manage increasingly detailed
and complex information about their patients, and to selectively share this with
colleagues in different disciplines within primary and secondary care. The individual
patient healthcare record is the principal document in which this information is held
and, despite the progressive introduction of computerised information systems across
Europe, the majority of such records remain on paper

Computerised hospital information systems and computerised general practice patient
administrative systems have been widely adopted to facilitate the overall management
of each healthcare enterprise. There laflasly been a progressive increase in the
adoption of departmental computer systems, particularly in pathology and radiology
departments, and increasingly in high technology specialities such as intensive care.
However the majority of doctors, nurses and other health professionals do not yet use
computers as part of their daily practice except for an occasional administrative task.
Since the late 1980's several EU Member States have adopted specific programmes to
promote computerisation, either through systems development programmes or through
financial incentives schemes, but these have been slow to penetrate the clinical
computing market place.

The primary purpose of the record is to support patient'carlich subsumes many
different functions including the documentation of a historical narrative account of the
health care given and supporting the communications between healthcare professionals
1

The need for a clear organisational structure to health records, whether on paper or on
a computer, has been discussed on many occdsiohs", but it has proved difficult

to encourage clinicians to abandon paper records in favour of a fully-computerised
healthcare record systeth™ *. There are clear advantages to clinicians themselves of
well-organised electronic healthcare records for improving the completeness of the
information they elicit from the patiefit, the scope for the subsequent analysis of that
data”, for supporting shared care between clinicidhs", and to demonstrate clinical
competencé” . Improving the ease with which EHCR applications can be learned
and used” and developing more efficient means for clinical data etitrjhave both

been suggested as solutions. However, the inherent diversity and complexity of
medical data® and the need to use rich and varied descriptive t&rths are held

by many clinicians to be a fundamental obstacle to adopting more formal recording
structures. The lack of an appropriate architecture for healthcare records has been
identified as a major impediment to progress in this dfea

The Good European Health Record project

The Good European Health Record project has recently completed over three years of
research within the European Health Telematics research programme (Advanced
Informatics in Medicine). It has developed a comprehensive multi-media data

architecture for using and sharing electronic healthcare records, meeting clinical,

technical, educational and ethico-legal requirements.



The GEHR project consortium involved 21 participating organisations in seven
European countries, and included clinicians from different professions and disciplines,
computer scientists in commercial and academic institutions, and major multi-national
companies. The architecture object model, exchange format, term sets and the
specifications of access and integration tools have been placed in the public domain.
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The GEHR architecture formalism was developed following an extensive investigation
of clinical user requirements and their subsequent incorporation into a functional
specification. Doctors, nurses and other allied professions from across Europe were
involved in deriving a set of requirements in several key areas:

a

the requirements for the comprehensive recording of consultations with
patients for a wide range of disciplines in primary and secondary care,
including the specific needs for a variety of multi-media data types, for the
access to coded term-sets, and for thiéyatm annotate entries with free-text
comments™;

the requirements for the portability of healthcare records between different
institutional systems independent of the hardware configurations, of the
operating systems or of the applications at those sites, and independent of the
original language and of the term-sets uséd

the requirements for the communication of healthcare records between
clinicians involved in sharing the care of patients, whether via
telecommunications networks or intermittently-connected devices such as
smart cards™;

the ethical, medico-legal and security issues which arise when using EHCRs
as the sole medium for recording and storing patient-related information,



including both the features necessary within the architecture and the
regulatory framework which must support their legitimate’tise

e the educational needs at an undergraduate and postgraduate level in order to
enable the clinical workforce to utilise these new technologies and to
accommodate the necessary changes in the way healthcare information is
managed".

The Requirements for Clinical Comprehensiveness

This Deliverable summarises the set of clinical requirements which must be met by a
computerised healthcare record if it is to be comprehensive, communicating and
portable whilst supportive of a high standard of clinical care. These rest on the results
of the first-year workplan of the GEHR Project: the requirements for clinical
comprehensiveness in primary and secondary care, across specialities and data types,
and the testing of prototypes in these settings. Further requirements were identified
from previously published work, liaison with other AIM projects and national
initiatives in the field.

Clinicians value an opportunity for individual expression and creativity when recording
within an EHCR; however this freedom may make it difficult to share healthcare
record data. Even with the use of standard terms, classifications and languages, it
cannot be assumed that others viewing the record will share the same understanding
and that meanings will not be lost or changed. The requirement of expressiveness is
seen as fundamental in some areas of medicine, especially in specialities where
narrative style records are thg
norm, such as psychiatry. In suc
cases for the foreseeable futu
meaning will probably be
restricted to reading of a whol
text entry by another clinician « apatient-centred record
and computability will be ver — to be used and shared across all sectors of health g
limited. In other specialities — cgpable of evolution durig apatient’s
highly structured record is o . allowipg clinical.e>pressiveness
greater benefit. The context ma ~ flexible recording structure

.. — rich and varied vocabulary and term sets
then_ be expressed eXpllF:It| — multi-media dataypes includimg clinical
CLOIReelVleJREYCMEEHOE . (o o/dirg information within its context -
to be recorded. An acceptance — preserviry meaniry &
these two styles in record i
keeping is probably necessary.

Clinical comprehensiveness

Clinical drawings were identified as an important need through a multi-national
guestionnaire study; GEHR has produced a comprehensive library of anatomical
drawings which has been placed in the public domain, together with the specification
for a clinical drawings application.

It was considered important that the set of requirements embracing such a large field
of reference be assigned relative priorities so that any compromises which proved
necessary when specifying the architecture were consistent with the real world in
which the record will be used. The priorities of the GEHR Project reflect the belief that



the healthcare record is most necessary, and should be most available, when a clinical
member of staff is offering care or recording the care they have given in a consultation.
Thus compromise should always be directed towards offering the most relevant
information to an individual carer when attending a patient.
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The Context of Healthcare Records

Ethical and Medico-legal Requirements

The ethical issues which are raised by the application of information technology to the
electronic healthcare record are fundamentally important because there is a risk of
serious harm to patients or clinicians which involves the EHCR and its processes.
However the risk can be minimised without compromising the usefulness of the record,
and regulation is both technically feasible and morally appropriate. Many of the ethical
issues arise from the purposes of the EHCR: the definition below has been proposed by
GEHR.

» The primary purpose of the EHCR is to benefit the patient by providing a record of
care which supports present and future care by the same or other clinicians.

» The secondary purpose is to provide a medico-legal record of the care provided and
hence support and demonstrate the competence of clinicians.

» Tertiary purposes must be legitimate (involve consent) and can never be allowed to
compromise the primary or secondary purpose. Examples of tertiary purposes are
the generation of data for health service management or public health programmes.



The foundations of the relationshi|ens
between a clinician and a patie _ .
are the delivery of clinical care t Ethical and legal acceptability

the highest standard and t

respect for patient autonomy. Th preserve patient confidentiality

. . . t patient aut

inevitably means that the right t respect patient autonomy

X A faithfully record clinical actions
informed consent and the rlght t only allow appropriate user access

confidentialty are also mora facilitate adequate audit trails and backup
principles of the highest

importance behind a 'good' EHCR
Patients should exercise as mu
choice over the content and

movement of their healthcare records as is consistent with good clinical care and with
the lack of serious harm to others. Records should be created, processed and managed
in ways that optimally guarantee the confidentiality of their contents and the legitimate
control of patients over them. The record must be secure yet accessible to patients.

The present situation across Europe is the result of uncoordinated and piecemeal
legislation and there is a need to harmonise legislation if the Community-wide
movement of healthcare records is to be sanctioned by clinicians and patients.

Educational Requirements

Modern healthcare is dominated by the need to integrate and process information. An
episode of iliness generates information from the patient, from investigations, and from
different professionals. This information needs to be integrated with what has

previously happened to the patient, and with relevant information about the disease
and treatment. Most healthcare professionals feel apprehensive about their ability to
assimilate and process the information they encounter daily.

Unfortunately students do not
currently receive much training in

Education the use of healthcare records, they

are confused by variations in how

« adedicated facility for student use notes are written, and the
— enabling them to contribute to real patient records discrepancy in how they are taught

— enabling them to audit their clinical activities during to write notes. It is argued that

training . ’

student records should be excluded from all electronic healthcare records could
service functions encourage students to develop a

anonymised data sets for educational purposes more positive interest in the process

of recording patient data. If they
learn to be systematic and code
data, they will be able to use the
EHCR to access clinical decision support systems and for bibliographic and knowledge
links. This will enable them to become more independent in their learning.

In order to achieve a workable, ethically acceptable system GEHR has proposed three
concepts: Shadow Notes, Dummy Systems and Logging Facilities.

Shadow Notes

Shadow Notes are a method to ensure students can experience using 'live' EHCR
systems safely. Students are given access rights to an EHCR system. They are clearly



identified by the system as being students. They view the same record as a qualified
professional and enter their observations as a qualified professional would. However,

the system identifies these records as having 'student status'. This is done so that it is
clearly visible to subsequent viewers of the record that the observations were recorded
by a student. Student notes have different properties to other entries: they are excluded
from analyses and are not transmitted to external institutions. It should be possible for

a qualified professional to validate a student's entry, document that they agree with the

student's notes and change the status of the student's notes to that of qualified
professional.

Dummy Systems

To ensure that students realise the importance of accurate and conscientious data
collection, they should have access to a database of anonymised cases which can be
used for learning activities without disrupting the 'live' system. The dummy system
would also provide a large database of cases so that students could practice
manipulating aggregated data and learn from analysing large numbers of cases. Patients
should give permission for their anonymised data to be used for teaching purposes.

Logging Facilities

It would be very helpful to be able to identify patients followed by particular students
during their training. Each student could present a collection of such cases to a tutor to
form the basis of a tutorial. Students could be provided with a report of what type of
patients they had seen during their training (this would not identify patients). This
would be useful for personal audit but could also be used for institutional audit to
check students were gaining a wide enough experience.

Description of the GEHR Architecture

The Good European Health Record project has developed a generic architecture for
electronic healthcare record (EHCR) data which meets the comprehensive
requirements of clinicians across professional disciplines and specialities. This
architecture has been formally and rigorously expressed as an object model and as a
complementary exchange format. It has contributed strongly to the standardisation
work of CEN PT1-011, and some of the GEHR contructs have been adopted by the
PT in its first-part standard EHCR Architecture.

The GEHR architecture provides a framework which supports the full diversity of
clinical data storage and communication requirements. It is formulated to encompass
the different disciplines of primary and secondary healthcare, for doctors, nurses, and
other professionals and in all European countries. The ready access to a wide range of
data-types is of increasing clinical importance, and the work of the project included
these multi-media aspects of the record architecture. Examples specifically addressed
include x-ray and photographic images, biosignals, clinical drawings and most
importantly textual information, for example clinical observations and laboratory data,

in the form of coded terms and free text.

All information in a given EHCR implicitly relates to the care of one person, the

patient. Within each patient record, the GEHR architecture preserves both the original
structure of the data and how the entries in the record are grouped. Every effort has
been made to propose an architecture which is as generic, flexible and non prescriptive
as possible. However, where clinicians have identified the need to be prescriptive (for



example, in situations where medico-legal security must be maintained) the
architecture incorporates features which may be utilised for this purpose.

Principal GEHR architectural components

theEHCR

provides the container for all data about a particular patient

the Transaction
provides most of the features needed for the medico-legal aspects of healthcare data
provides the mechanism for the control of amendments

represents the smallest amount of data which can safely be transferred between H
systems

theHealth Record Item (HRI)

provides the structure for recording the content values of EHCR entries

the HRI Collection
provides for aggregation of HRIs and other HRI Collections

provides the means of changing the scope (data subject) of the data

¢ theHeading

provides annotation for groups of HRIs/Collections

Each of these constructs is further elaborated using Attributes which address aspects
of identification, content and context. They are consistent with the structures apparent
in existing records and fulfil the requirements identified by the project for the EHCR.

GEHR proposes that there should be a clear boundary to entries in an electronic
healthcare record. This is formalised through the concepm dtansaction.The
Transaction will commonly be recognised as a patient contact or a consultation, but
may at times reflect an interaction with the record when the patient is not present, such
as filing a test result or a letter. These Transactions are authored by clinicians who
accept respondlity for the accuracy of the information added during a Transaction,
and they encapsulate the cohort of information which has been entered as one
'interactive session' with the record. All clinical data within an electronic healthcare
record should comprise only a set of such Transactions. All Transactions should be
available for medico-legal scrutiny, even if they have been subsequently amended.



Transaction

the healthcare record is composed of a set of
transactions

— asingle logical record of care

only whole transactions are transferred when
information is shared

— remote access and merging of records
transactions are subject to a formal version
control process

— amendment of transactions

Medico-legally, it is essential that there can
only be one recording of a particular
patient consultation, by a particular
clinician at any one moment, although this
recording may be subsequently corrected
or amended. By defining Transactions
uniquely using these criteria, the logical
integration of two record sources will

always safely maintain each Transaction
within its context in the combined record.

All of the healthcare information within an EHCR must be attributable to instances of
Transactions, each uniquely identified by the time, the institution and the clinician
responsible for its creation. For medico-legal reasons it must also be possible to
determine the date and time at which Transactions have been added to an EHCR,
whether created at that institution or received from another EHCR source.

The fundamental GEHR architectural construétealth Record Item (HRIand the

HRI Collection,allow for the documentation of any chosen hierarchical arrangement
of clinical concepts, and can accommodate any textual, quantity, coded or multi-media
data type. Thédeadingprovides an additional construct for the annotation within the
EHCR of these concept hierarchies. All contemporaneous healthcare record entries are
managed within &ransactionconstruct (of which there are several different types) to
encapsulate the necessary medico-legal and language information relating to that set of

entries.

Health Record ltem

« a construct for the representation of a health
record entry
— “a meaningful quantity of information when

considered alone” [CEN: TC/251 PT 1-011]

« composed of identification, content, and
context attributes

— IDENTIFICATION: eg. item name = symptom
— CONTENT: eg. value = pain in epigastrium
— CONTEXT: eg. recorded by = Dr R Dixon

HRI Content

« term, quantity, free text or multi-media object

— will often draw from registered term sets eg. ICD-
10, ICPC

— will accommodate multi-media objects in
standard formats eg. DICOM

Example terms:

pain on walking

acute oedema

otitis media
amoxycillin

peripheral neuropathy
tonsillectomy

Example multi-media object

The HRI, HRI Collection and Heading constructs enable individual and groups of
clinical findings to be documented unambiguously through an object formalism in
which every entry or aggregate has a hame associated with the observed finding. The
HRI nameHRI Collection namandHeading nameorovide the mechanism by which
clinical entries can be appropriately identified for the purposes of searching and
analysis within an EHCR system and for the exchange of information between systems.
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The Health Record Item Cluster

The interim specifications of the GEHR architecture have formed a major input for
consideration by WG1 of CEN TC/251, in particular the work of PT1-011 on the
standard for the Electronic Healthcare Record Architecture (EHCRA). The final work
of GEHR will form an important input to new work within TZ&1 on the
development of an Extended Architecture (EHCREA).

To support the development of healthcare record systems incorporating the GEHR

architecture, the project has also produced a term set of 2,000 HRI names available in
9 European languages, and a comprehensive set of 47 anatomical drawings. The
architecture, term sets and drawings have all been placed in the public domain, and are
accessible through an ftp server described below.

Several protoype healthcare record applications were developed within the GEHR
consortium, some of which are now full commercial systems in clinical use.

—[HEALTH.one - [Portrait] ~
File Note Help

0
2033 080383 110198 110534

Vilemhify Fulierd I- Lt I

Fomw [ T T o T o [ |
Health-One, by HDMP in Brussels HIS at the The Royal Marsden Hospital

GEHR Prototype Systems

P o
sédinentation aprés e .
=] HEALTH.one Shell
HEALTH | HEDITOR |§mm | Growth | Audio




The Synapses Project

The Synapses project, within the fourth European Health Telematics R&TD
framework, has proposed to unite the main aspects of the GEHR architecture and the
PT1-011 standarevith the generic components of other specialised architectures to
provide aFederated Healthcare Record Architecture

This architecture will then be
incorporated into an EHCRESVUEREES Project Overview
database for the storage Methodology
healthcare data within
computer network or for use
as a buffer store between
client and other healthcar
record servers (using differe
data architectures). Synapst
servers will be built and
prototyped in a variety of tes
sites across Europe, in ordé
to test the applicability of a
generic server specification t
a range of different legac
healthcare record systems.

Results from the
third AIM Programme

and CEN TC/ 251
Project Teams

User Requirements
from the
Synapses test sites

The Synapses project will develop a series of generic methods, hardware and software
products to enable isolated computer systems to exchange healthcare data with each
other whether on the same site or accessed by secure telecommunications links. An
important part of this work will be to establish and formally define many of the
compound clinical concepts which are in frequent use by the healthcare professionals
participating in the project. This should enable individual clinicians working at their
usual computer terminal to access healthcare information about their patients in a
meaningful way from a wide range of computer systems to which their own institution

iS connected.

Synapses

Synapses

Returning information in response to a
request

Handling a request for information

Synapses
Server

| | Synapses
Server

Client Feeder gstems
clinical workstation networked to
Synapses senver.

Client Feeder gstems
clinical workstation networked to
Synapses senver:

lllustration of the functions provided by a Synapses server



For further information about the work of GEHR or Synapses

Please contact:

Dr Dipak Kalra

Centre for Health Informatics and Multiprofessional Education (CHIME)
University College London

Whittington Hospital Campus

Archway Wing, 4th Floor

Highgate Hill

London N19 5NF

e-mail d.kalra@chime.ucl.ac.uk

The GEHR Deliverables, including the architecture description, object
model, and term sets can all be obtained through the ftp site address:
ftp.chime.ucl.ac.uk

You will need to provide:

anonymous as the User ID

your email address as the password

Change to the directory /private/GEHR (please note the case to be used)

Please read the INDEX.TXT file which contains instructions.

You may also access the site via Netscape on the World Wide Web
Use Netscape or Spry Mosaic and the URL:
ftp://anonymous@ftp.chime.ucl.ac.uk/private/ GEHR

You will be asked for your email address as a password.
(Note that you must get the upper/lower case right for the path part)

When connected, you can see all the files.
If SPRY, use View | Load to Disk Mode to down load selected files.
If Netscape, right click on the file or use Save As from the file menu.
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